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Set up identity authentication (e.g.
AD authentication) by March 2024,
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Apply binding of IP and MAC
addresses as advised by Mar 2024,
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The tape backup system will be
improved in order to perform daily
tape backup operation by December
2023.

Enhance daily check task by Mar.
2024,
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By February 2024, create individual
privilege accounts for each userin
Internal and External firewalls, Core
Switch, Type 1 system, and AD Server,
and apply for permissions for each
use. Starting April 2024, change
privilege account passwords every 90
days, perform account inventory, and
review usage logs. By June 2024,
conduct monthly reviews of usage
logs and evaluate the PAM solution
for account password management.
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e Review the usage log of the core
system privilege account when using
by

April 2024.

e Monthly review the usage log of
the privilege account for Internal and
External firewalls Core Switch ~
Type 1 system (including OS ~ AP ~
DB) and AD Server by June 2024,

® The possibility of using SIEM or

SOC will be evaluated by June 2024,
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e Manual detection for fake Taiwan
Rakuten Card APP and Official
website detection is already in place.
The take down process will be
followed if it is necessary.

e Consider using a vendor for fake
Taiwan Rakuten Card APP and Officiai
website detection and take down
process by June 2024,
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Review and Modify of security
agreement from CTI contract by
March 2024.
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Apply DB monitoring mechanism,
including defining DB abnormal event
pattern ~ DB abnormal event
notification and saving DB monitoring

records by March 2024.
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Replace it by Apr. 2024,
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The change of the application setting
will be finished by June 2024.
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The change of the application setting
will be finished by June 2024,
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The change of the application setting
will be finished by June 2024.
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Review and Modify the contract of
IOT vendors or isolating |IOT devices
from office networks by June 2024.
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Implement GW server to comply with
2FA authentication by April 2024.
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Apply automated tools to monitor
changes in web pages and web
programs in external systems, and
enable real-time notification
mechanisms by March 2024.
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