TRC Internal Control Statement
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On behalf of Taiwan Rakuten Credit Card Co., Ltd., it is stated that the company has strictly
adhered the "Implementation Rules of the Internal Audit and Internal Control System of
Credit Card Business Organizations" from January 1, 2024 to December 31, 2024 to establish
an internal control mechanism to ensure risk is managed and independently conduct audits
and periodical report to BOD and the Supervisor. After prudent evaluation, the internal

control and compliance of each unit in this year can be effectively and effectively executed

except for the items listed in the attached table.
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The local system log for important
information system equipment such as hosts
and server’s preservation mechanism and
the specifications for the software and
hardware updates of network
communication equipment have not been
established for important information
equipment, such as the host server.
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The system dept. revised Cybersecurity
Management Procedure Guidelines,
define log storage period, access rights,
collection mechanism, and perform
regular log backups and reviews.

in addition, monthly software status
checking and updates will be
implemented for network equipment
scheduled to begin on July 31, 2025.

Action Plan
SR &
LB EHANIEHEANEE L SRS
TERERE BB A G R sk EE
— AgE RS ITEB RS s —  HMmEY

FasH# 2025 7
A 318

—

CREREREAR-FEITRIERE

Failed to implement the emergency
response measures to hacker attacks
incident.
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TRC has established a CSIRT (Computer
Security Incident Response Team) and
introduced EDR (Endpoint Detection and
Response Tool). However, the
introduction of a SOC (Security
Operations Center) to monitor network
system attacks is still under review and
is scheduled to be launched in May
2025.
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Insufficient establishment of the
management control mechanism for

personal data access.
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System dept. has revised “transfer of
confidential information policy”, need to
authorize and passwords to access
encryption sensitive personal
information files and monthly review file
server account from Oct 2024.
Completed the 2024 Pl data inventory
has including APP, DB, server, file, PC,
and external transfer file.
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The procedure for monitoring detecting and
handling anti-virus software alarm messages
has not been properly implemented.

Failure to effectively execute internal
procedures for monitoring and addressing
antivirus software alerts.
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TRC has established “Computer Security
Incident and Response Team Policy”, and
implemented monitoring through the
introduction of a 24-hour system
operation center. However, the
introduction of the SOC (Security
Operations Center) to detect network
viruses is scheduled to be activated

before May 31, 2025.
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Ineffective controls of the Privilege Accounts
with the highest authority, Inadequacy
centralized controls over Privilege Accounts

management.
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System dept. has revised “Account and
(1) For the

control of AD Privilege Accounts was

password usage policy”.

implemented LAPS , and the privileged
account management system (CyberArk)
has been introduced to facilitate the
establishment of an application
authorization and post-operation review
mechanism; (2) Will conduct inventory
of the account permissions of all system
is scheduled to be completed by March
31,. (3) Planning to introduce 2FA for
internet server and AD server, and
review by CyberArk before end of Apr
2025
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Control execution Lapse of periodic email
review tasks in accordance with the

designated schedule set by internal
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TRC has follow “Email management
policy”, weekly check the outgoing mail,
and has enabled the function that
external emails must be approved by
the CEOQ/CFO before being sent. Plans to
convert to Microsoft system by the end
of Dec 2025. in addition to
strengthening the promotion of
password principles through email, it
will also increase password complexity
and locking principles to prevent brute

force cracking and dictionary attacks.




